
Abstract—We propose a general statistical inference
framework to capture the privacy threat incurred by a
user that releases data to a passive but curious adversary,
given utility constraints. We show that applying this general
framework to the setting where the adversary uses the
self-information cost function naturally leads to a non-
asymptotic information-theoretic approach for characteriz-
ing the best achievable privacy subject to utility constraints.
Based on these results we introduce two privacy metrics,
namely average information leakage and maximum infor-
mation leakage. We prove that under both metrics the
resulting design problem of finding the optimal mapping
from the user’s data to a privacy-preserving output can
be cast as a modified rate-distortion problem which, in
turn, can be formulated as a convex program. Finally, we
compare our framework with differential privacy.

A. Motivation

B. Contributions

average information leakage maxi-
mum information leakage
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information privacy

C. Related Work

A. General setup

Y ∈ Y

S ∈ S S
Y

(Y, S) ∼ pY,S(y, s) (y, s) ∈ Y × S
S

Y

Y

S
Y

U ∈ U U

S

S U
S →

Y → U
S

Y
S → Y

S ⊂ Y
Y U
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Definition 1.
g : Y → U

pU |Y (u|y), y ∈ Y, u ∈ U

Definition 2. d : Y ×U → R
+

Δ EY,U [d(Y, U)] ≤ Δ

pY,S(·)

g pU |Y (·)

worst-case

B. Threat model

q ∈
PS PS

S C(S, q)
q

c∗0 = min
q∈PS

ES [C(S, q)]

U

c∗u = min
q∈PS

ES|U [C(S, q)|U = u]

U

S U

q

ΔC = c∗0 − EU [c
∗
u].

ΔC∗ = c∗0 −min
u∈U

c∗u.

A. The privacy-accuracy tradeoff as an optimization
problem

ΔC ΔC∗ Δ

pU |Y ∈ PU |Y

min ΔC ΔC∗

EY,U [d(Y, U)] ≤ Δ ,

PU |Y

U Y

Remark 1.

EY,U [d1(Y, U)] ≤ Δ1, . . . ,EY,U [dn(Y, U)] ≤
Δn

B. Application examples

1) Privacy-preserving queries to a database:

S = S1, . . . , Sn Sj ∈ S 1 ≤ j ≤ n
S1, . . . , Sn

n
f : Sn → Y

Y
Y = f(S1, . . . , Sn)

U
S1, . . . , Sn

Example 1 . S1, . . . , Sn

Y = f(S1, . . . , Sn) =

n∑
i=1

A(Si),

1403



A(x) =

{
1 x A
0

Y U

Si

U

2) Hiding dataset features:

S
Y |S| � |Y| S

Y

A. The self-information cost function

self information log-loss

C(S, q) = − log q(S).

information-privacy

B. Average information leakage

c∗0 = H(S) c∗u = H(S|U = u)

ΔC = I(S;U) = EU [D(pS|U ||pS)],

D(·||·)

Definition 3. average information leakage
S U

I(S;U) pU |Y (·)
minimum average information

leakage Δ

min
pU|Y

I(S;U)

EY,U [d(Y, U)] ≤ Δ .

pU |Y (u|y)

min
pU|Y

EU [D(pS|U ||pS)]

EY,U [d(Y, U)] ≤ Δ .

U

pU |Y (·|·)
pU |S(·|·)

Theorem 1. Given pS,Y (·, ·), a distortion function d(·, ·)
and a distortion constraintΔ, the mapping pU |Y (·|·) that
minimizes the average information leakage can be found
by solving the following convex optimization (assuming
the usual simplex constraints on the probability distri-
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butions):

min
pU|Y ,pU|S

∑
u∈U

∑
s∈S

pU |S(u|s)pS(s) log
pU |S(u|s)

pU (u)∑
u∈U

∑
y∈Y

pU |Y (u|y)pY (y)d(u, y) ≤ Δ,

∑
y∈Y

pY |S(y|s)pU |Y (u|y) = pU |S(u|s) ∀u, s,

∑
s∈S

pU |S(u|s)pS(s) = pU (u) ∀u.

Proof:

h(x, a) = ax log x
a ≥ 0 x ≥ 0
g1(x, z, a) = ax log(x/z) x z
z > 0, a ≥ 0

∑
u∈U

∑
s∈S

g(pU |S(u|s), pU (u), pS(s)),

p(u) → 0 ⇔ p(u|s) → 0 ∀u

Remark 2.

pU (u)

Remark 3.
U

S S
pU |S(·|·)

∑
y∈Y

pY |S(y|s)pU |Y,S(u|y, s) = pU |S(u|s) ∀u, s,

∑
s∈S

pS|Y (s|y)pU |Y,S(u|y, s) = pU |Y (u|y) ∀u, y,

pU |Y,S(u|y, s), pU |Y (u|y) pU |S(u|s)

Y S

Corollary 1. If Y is a deterministic function of S and
S → Y → U then the minimization in can be
simplified to a rate-distortion problem:

min
pU|Y

I(Y ;U)

EY,U [d(Y, U)] ≤ D .

Furthermore, by restricting U = Y + Z and d(Y, U) =
d(Y − U), the optimization reduces to

max
pZ

H(Z)

s. t. EZ [d(Z)] ≤ Δ .

Proof: Y S
S → Y → U

I(S;U) = I(S, Y ;U)− I(Y ;U |S)

= I(Y ;U) + I(S;U |Y )− I(Y ;U |S)

= I(Y ;U),

Y
S I(Y ;U |S) = 0 S → Y → U

I(S;U |Y ) = 0
H(Y |U) = H(Z)

C. Maximum information leakage

C∗ = max
u∈U

H(S)−H(S|U = u).

max-
imum information leakage

Definition 4. maximum information leakage
S

maxu∈U H(S) − H(S|U = u)
pU |Y (·) minmax infor-

mation leakage Δ

min
pU|Y

max
u∈U

H(S)−H(S|U = u)

E[d(U, Y )] ≤ Δ
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Theorem 2. Given pS,Y (·, ·), a distortion function d(·, ·)
and a constraint ε on the maximum information leakage,
the minimum achievable distortion and the mapping that
achieves the minmax information leakage can be found
by solving the following convex optimization (assuming
the implicit simplex constraints on the probability distri-
butions):

min
pU|Y ,pU|S

∑
u∈U

∑
s∈S

pU |Y (u|y)pY (y)d(u, y)

∑
y∈Y

pY |S(y|s)pU |Y (u|y) = pU |S(u|s) ∀u, s,

∑
s∈S

pU |S(u|s)pS(s) = pU (u) ∀u,

δpU (u) +
∑
s∈S

pU,S(u, s) log
pU,S(u, s)

pU (u)
≤ 0 ∀u,

where δ = H(S) − ε. Therefore, for a given value of
Δ, the optimization problem in can be efficiently
solved with arbitrarily large precision by performing a
line-search over ε ∈ [0, H(S)] and solving the previous
convex program at each step of the search.

Proof:

ε

min
pU|Y

E[d(U, Y )]

H(S|U = u) ≥ δ .

g2(x, z, a) =
ax log(ax/z) a, x ≥ 0 z > 0

ε
ε

Remark 4.

pU |S(·|·)

Y S
S → Y → U

Corollary 2. For Y = f(S), where f : S → Y is a
deterministic function, S → Y → U and a fixed prior
pY,S(·, ·), the privacy preserving mapping that minimizes
the maximum information leakage is given by

p∗U |Y = arg min
pU|Y

max
u∈U

D(pY |U ||ζ)

E[d(U, Y )] ≤ Δ,

where ζ(y) = 2H(S|Y =y)
∑

y′∈Y 2H(S|Y =y′) .

Proof:
u ∈ U

H(S|U = u) =

−
∑
s∈S

pS|U (s|u) log pS|U (s|u)

= −
∑
s∈S

⎛
⎝∑

y∈Y

pS|Y (s|y)pY |U (y|u)

⎞
⎠

×

⎛
⎝log

∑
y′∈Y

pS|Y (s|y
′)pY |U (y

′|u)

⎞
⎠

= −
∑
s∈S

pS|Y (s|f(s))pY |U (f(s)|u)

× log pS|Y (s|f(s))pY |U (f(s)|u)

= −
∑

s∈S,y∈Y

pS|Y (s|y)pY |U (y|u) log pS|Y (s|y)pY |U (y|u)

= H(Y |U = u) +
∑
y∈Y

pY |U (y|u)H(S|Y = y)

=
∑
y∈Y

pY |U (y|u) log
2H(S|Y=y)

pY |U (y|u)

= −D(pY |U ||ζ) + log

⎛
⎝∑

y∈Y

2H(S|Y=y)

⎞
⎠ ,

pS|Y (s|y) =
0 y �= f(s)

Y S
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Y U ζ(·) ζ(·)
f

y ∈ Y

H(S|Y = y)
pY |U (y|u) u

y
S

Example 2 .
Si 1 ≤ i ≤ n Pr( A(Si) =

1) = p
Y

(n, p) H(S|Y = y) = log
(
n
y

)

pY |U (y|u)
y

pY |U (y|u) ∝ |f−1(y)| =
(
n
y

)

information privacy

S S = (S1, . . . , Sn)
Si ∈ S

Definition 5 .
pU |S(·|·) ε
s1 s2 B ⊆ U

(U ∈ B|S = s1) ≤ exp(ε)× (U ∈ B|S = s2) .

S

Definition 6. pU |S(·|·)
ε information privacy s ⊆ Sn

exp(−ε) ≤
pS|U (s|u)

pS(s)
≤ exp(ε) ∀u ∈ U : pU (u) > 0.

ε 2ε

ε/ ln 2

Theorem 3. If a privacy preserving mapping pU |S(·|·)
is ε-information private for some input distribution such
that supp(pU ) = U , then it is at least 2ε-differentially
private and leaks at most ε/ ln 2 bits on average.

Proof: B ⊆ U

(U ∈ B|S = s1)

(U ∈ B|S = s2)
=

(S = s1|U ∈ B) (S = s2)

(S = s2|U ∈ B) (S = s1)

≤ exp(2ε),

s1

s2

2ε

H(S)−H(S|U = u) =
∑
s∈Sn

pS|U (s|u)pU (u) log
pS|U (s|u)

pS(s)

≤
∑

s∈Sn,u∈U

pS|U (s|u)pU (u)
ε

ln 2

=
ε

ln 2

does not guarantee
in general

ε
does not any

Theorem 4. For every ε > 0 and δ ≥ 0, there exists an
n ∈ Z+, sets Sn and U , a prior pS(·) over Sn and a
privacy mapping pU |S(·|·) that is ε-differentially private
but leaks at least δ bits on average.

Proof:
ε

S Y
U = Y

ε

Y ∼ pY (y), 0 ≤ y ≤ n

U = Y +N, N ∼ (1/ε),
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N

pN (r; ε) =
ε

2
exp(−|r|ε),

ε ε
S = (X1, . . . , Xn) k n n

mod k = 0 pS(·)

pY (y) =

{ 1
1+n/k y mod k = 0,

0

U
y pY (y) > 0

Y

αk,n(ε)

αk,n(ε) =

∫ k
2

−k
2

ε

2
exp(−|x|ε)dx = 1− exp

(
−
kε

2

)
.

E
Y

U

I(Y ;U) ≥ I(E, Y ;U)− 1

≥ I(Y ;U |E)− 1

≥ {E = 0}I(Y ;U |E = 0)− 1

=
(
1− e−

kε
2

)
log

(
1 +

n

k

)
− 1,

δ
n k Y

S I(Y ;U) = I(S;U)

exactly U

Y = y
S1 = 1, . . . , Sy = 1 n k

S1, . . . , Sn

I(S;U) ≤ O(εn)

n
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